
  

      
  

 

 

 

WHAT IS YOUR DIGITAL FOOTPRINT?  

Every time you do anything online, whether it’s visiting a website, making an 

online purchase, having a conversation on an online game, using a search engine 

or posting on social media, leaves a digital trail or ‘footprint’.  

This footprint creates a permanent record and is potentially visible to anyone. Anything 

you do online can be copied, shared or saved by others, meaning that an embarrassing 

picture of you that your friend shared on social media could be spread far and wide and 

not easily deleted. And parts of your digital footprint – those details you share when 

signing up for free apps and services – can be used for commercial purposes by others. 

Would you want family members or future employers seeing your comments, pictures, 

videos or posts? Do you know what happens to your personal data in exchange for free 

apps and services? We’ve compiled a few top tips below to help you. 

 

HELP TO BUILD A POSITIVE DIGITAL FOOTPRINT BY BEARING IN MIND 

THESE KEY POINTS: 

The things you post online can have an impact on your reputation in real life – 

once it’s out there, you can’t take it back 

When you post something online, it can be easily copied or shared, meaning you 

could lose control over it. This can impact on your right to privacy as an 

individual 

Everything you do online is of value to companies looking to target their 

advertising. For instance posting pictures of yourself with your pet dog or 

searching online for ‘dog food’ identifies you to advertisers as someone who is 

interested in dogs. You can view your apps’ permissions in the settings on your 

phone and device to check you’re happy with what you’re sharing 

There is a ‘Right to be forgotten’, meaning that a person can ask for particular 

URLs to be deleted from search results, but even if they decide they want to take 

something down, others could have copied it or saved it. Things you post today 

could last for a long time 

Your digital footprint can affect your privacy – think about the people who can 

see the places you’re checking into online or personal information like your email 

address, age or home address 
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THERE ARE THINGS YOU CAN DO TO IMPROVE YOUR DIGITAL FOOTPRINT 

AND MINIMISE ANY NEGATIVE CONSEQUENCES: 

Set your privacy settings to make sure you’re only sharing things the people you 

want to see them 

Think before you post. Are you giving away information that could be used in a 

negative way? What impact might this have on others? What impression does 

this post give to others about you?  

Google your name to see what comes up – it’s a good idea to be aware of what 

information others can see about you 

Make sure your Facebook settings are adjusted so that you can check pictures or 

posts you’re tagged in before they appear on your profile 

Get into the habit of asking for your friends’ permission before posting a picture 

or video of them online – remember, the things you do online can affect their 

digital footprints too 

Be honest when signing up to sites or apps – social networks, blogs and other 

services have minimum age limits to protect their users from marketing and 

inappropriate content 

 

# 

 

 

 

 

 

 

 

 

At school your child has taken part in a Be Strong Online session, a new peer-to-peer 

learning programme from The Diana Award charity and Vodafone. This session was all 

about the digital footprint which is left by your online activity and things to bear in mind 

to protect your privacy and reputation. Visit our website to find out more about Be 

Strong Online: bestrongonline.antibullyingpro.com   

With the help of Parent Zone, we’ve compiled some top tips for how to encourage your 

child to protect their online reputation and privacy. 

Did You Know? 

Almost half of recruiters across Europe look for information about potential 

candidates on social networking sites*. Use your social network profiles to your 

advantage by sharing positive posts, filling in information about your hobbies and 

interests and thinking before you post something which could be taken the wrong 

way. This will help you to develop an online presence that will help – rather than 

hinder – you in the future. 

 

* Source: Microsoft®, January & February 2010. 



  

      
  

 

 

 

 

 

 

 

 

 

 

 

 

SPOTLIGHT ON: PERSONAL DATA 

Ever heard people talking about personal data and wondered what it actually is? 

The EU says that “personal data” is “any information relating to an identified or 

identifiable natural person”. In other words, if there’s a piece of information that 

relates to you and could identify you as who you are, that’s an example of data. So, 

your name, address, date of birth, and characteristics are all examples of data. These 

things can either identify you on their own (like your full name), or can be combined 

to create a profile of who you are. 

So why you should be interested in what happens to your personal data online? 

Personal data is what makes the internet go round and it’s what allows both 

advertisers and free online services to make money. Advertisers pay to access the 

information you give when using apps or social networks so that they can target their 

advertising to you. Some people mind that this happens, others don’t – but the key 

thing to know is that it’s happening and to understand how your data is being used 

by these companies. 

“When our interests and profiles are combined with location, advertisers have a unique 

opportunity to show us something we are interested in at the time and place that we are 

most likely to respond – like a coupon for pizza at exactly the time that we’re searching for 

a lunch spot and passing the pizza joint.” –Vodafone Digital Parenting Magazine 

 

 

http://www.vodafone.com/content/dam/vodafone/parents/images_2012/pdf/magazine/vodafone_digital_parenting_issue2_lo_res.pdf


  

      
  

 

 

What is a Digital Footprint? 

Every time you do anything online, whether it’s visiting a website, making an online 

purchase, having a conversation on an online game, using a search engine or posting on 

social media, it leaves a digital trail or ‘footprint’. The internet is a public place, meaning 

that the things your child does online can be seen by anyone and can be difficult to get 

rid of altogether.  

A lot of young people see the online world as a natural extension of their offline world, 

meaning they might not be as cautious as they should be when it comes to expressing 

themselves and posting things online. This can have implications for their privacy but 

also on their reputation in real life. Remind your child that anything you do online can be 

shared, copied or saved by others – once it’s out there, you can’t take it back. 

Should I be concerned? 

Research from Microsoft found that almost half of recruiters across Europe look for 

information about potential candidates on social networking sites. So you do need to 

make sure that they understand the long-term impact their digital footprint could have. 

It is possible for your child to use their digital footprint to their advantage and cultivate 

an online presence which will be an asset to them in the future. They can share 

information about clubs, volunteering or extra-curricular activities they’re involved in, for 

example, which future school or college admissions tutors, or future employers would 

be interested in. 

 

What can I do to help my child? 

You can take action to help your child protect their privacy and minimise the risk of 

embarrassment or harm to their reputation: 

 

Encourage them to check the privacy settings on their social media and blogs so 

that they’re only sharing information with their friends 

Remind them that the internet is a public place and that anyone could see what 

they post. They probably know that already but teenagers can forget in the heat 

of the moment. They should use the ‘billboard rule’ – if they wouldn’t want that 

photo, comment or post put up on a billboard for everyone to see, they shouldn’t 

post it 

Make putting their name into Google to check their digital footprint a regular 

part of your routine. It’s worth doing it together so that they get into the habit of 

checking their profile as well 



  

      
  

Talk to them about the consequences of sharing intimate or naked images online 

or via their mobile or device (called “sexting”) – you can find out more 

information about this on the Digital Parenting website 

It’s a good idea to tell them that you want to check their social media profile and 

ask if you can do it together 

 

MORE INFORMATION 

The pages below offer lots of useful advice about digital footprint, privacy and more:  

www.vodafone.com/content/parents

/advice.html.html  

www.parentinfo.org/    

www.antibullyingpro.com/   

www.commonsensemedia.org/   

www.internetmatters.org/  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.vodafone.com/content/parents/advice/sexting.html
http://www.vodafone.com/content/parents/advice.html.html
http://www.vodafone.com/content/parents/advice.html.html
http://www.parentinfo.org/
http://www.antibullyingpro.com/
http://www.commonsensemedia.org/
http://www.internetmatters.org/


 

 

 

 

 

 

 

 

 

 


